Malware (URL)
Android Fakebank samples

Android Tizi - Samples

Judy - android auto-clicking adware samples

Red Drop - Android blackmailing spyware samples
Pokemon GO with Droidjack - Android sample

Overlay banker malware locker

Marcher overlay Android trojan

Android Triada modular trojan

Android overlay malware - credentials stealer, ban...
Android spyware for Viber app (Beaver Gang Counter...
Godless Android root exploit samples

Hummingbad - Android fraudulent ad malware campaig...

WhatsApp - Sberbank Android Banker
Android Xiny samples Infostealer

Hacking Team / Crisis Android samples

Android Xbot ransomware

Files download information

ZergHelper - Pirated i0OS App Store’s Client sampl...
YiSpecter i0S iphone malware samples

KeyRaider: iOS infostealer

Android.Trojan.SLocker.DZ - Fake videoplayer - Ran...

Android Ransomware / Locker with decompile message...

iPhone / 10S clickfraud sample
AndroidOS.Wroba.x / HijackRAT - Android sample

Android Locker Ransomware sample
Android FakeApp.AL Sample

Android Proxy Trojan sample
NotCompatible / NioServ Android sample

Hacking Team RCS for Android sample

Android Infostealer - Godwon

Android.Podec SMS Trojan bypasses CAPTCHA sample
Cajino - Remote administration trojan using Baidu ...
Android.Titan.1 South Korean SMS trojan

Android Ransomware Simplocker sample

SocialPath - Android infostealer sample

Android Worm Gazon Amazon Rewards

Android Spy Banker FacebookOTP.apk sample

Android. Remote-control Trojan with Smack Techniqu...

Android.Pincer samples

Relevant (Y/N) Threat Area
Privacy Leak
Privacy Leak

Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak

Privacy Leak
Privacy Leak

Privacy Leak

Privacy Leak

Privacy Leak

Z<XZZZZZ<Z<<<Z<<<=<<<=<=<2zZ<+<

Source Info Sink Info
SMS Network
Sensitive data from popul: Network/SMS

Local files/recordings/devi Network / SMS
anything can be done witt Network
Credentials/device info, cc Network

browser history/user contact list/installed apps
device info/os info/storage Network
Credentials Network

Personal or private data o Network

anything on the affected d Network

Credentials/SMS Network
Device info Network
Credentials/SMS Network

Payments/Log data/Perso Network / SMS

not very clear to me from the documentation how internaly this malware happens

not very clear to me from the documentation how internaly this malware happens

Device inco, contacts, use Network

Contacts Network

N, user giver admin privilages to the app. the app is distributed over social network

N

Y Privacy Leak
N

no information

Y Privacy Leak
Y Privacy Leak
N

N

Y Privacy Leak
N

no information

Y Privacy Leak
N

Many personal info Network (Baidu Claud Storage)

Contacts, sms, call logs  Network

Personal data Network
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Android HeHe samples Y Privacy Leak SMS and calls Network
Fonefee / Feejar SMSsender Android sample no information
SecApk Android sample

MobiDash Android Adware samples Adware
DSEncrypt Android sample Privacy Leak SMS, Signature certificate Email, Network

Android Hideicon malware samples

Android PoisonCake sample
The Interview movie app - Android banking trojan s...

Privacy Leak, Send SN SMS, Phone info (IMEI, el SMS, Network, Device (downloads to update itself)
Privacy Leak Banking data Email

Android FBI Ransomlocker sample

Android SMS worm sample Adware, sends SMS to the victim's contact list

Infected HTML Files (Windows malware Ramnit) in An...
Torec Android BankBot.34. using Tor

SMS Stealer Assassins Creed - Android infostealer
Cloud Atlas / Inception APT - Blackberry samples
Cloud Atlas / Inception iOS - WhatsAppUpdate.deb
Android.Cloudatlas.A / Inception APT iOS sample - ...
DroidJack RAT - Androrat - Android - Sample

Coolpad Android Devices - CoolReaper files / sampl...
Deathring, preloaded Android malware sample
Notcompatible.C Android sample

Android Appinventor Trojan Bankers

Wirelurker for OSX, iOS (Part |) and Windows (Part...
Android icon vulnerability - malware sample

Privacy leak, commanc User input, Network Network, code execution

Privacy Leak SMS, phone info (phone r C&C server

Command execution, ¢ Phone info (IMEI, etc.), SI Network, camera, microphone

Privacy leak, commanc Phone info (IMEI, etc.), SI Network, command injection (can clear the phone, dial numbers, etc.)
Download C&C server SMS, WAP content

Privacy leak (phishing) User input Network

Android ransomware samples Koler. C

SMS worm Selfmite

Android WipeLocker.A

Android Chathook ptrace

Xsser mRat Android and 10S samples
i0S AppBuyer malware - infostealer
Android XXshengi SMS sender
Android ScarePackage Ransomware

(Another) Android Trojan Scheme Using Google Cloud...
Simplocker - Android File-Encrypting, TOR-enabled ...

Privacy Leak msgs/contact Network
Privacy Leak any data Network

Privacy Leak device info Network
Privacy Leak device info Network

Android Koler - Cryptolocker/Ransomware (sample #2...

Android Monitor spyware - HGSpy.A / QlySpy.a Privacy Leak spyware

Android SMS trojan - Google fake installer (downlo...

10S iphone Stealer.A - malware acting as a Substra...
Android fake AV - Se-cure MobieAV

Android Samsapo.A
Android locker from the Reveton team

Privacy Leak device, phone number, ms Network
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Android Fake banker

Android SMS trojan Flash fake installer
Oldboot.B - Android bootkit

Android CoinKrypt - bitcoin miner malware

i0S adware using Cydia

Dendroid - Android spyware

Android iBanking

Droidpak - Android targeting Windows malware
Android Tor Trojan

Android.FakeRegSMS.B (Steganography) - Feb 2012
Android AVPass

Android Airpush, /StopSMS.B, Minimob

Windows Droidpak and Android Fakebank.B / Gepew.A

Android Airpush - monetization, ads
Android FakeMarket - Google Play
Android Oldboot / Mouabad.s

MouaBad.P - Android dialer SMS trojan
ZertSecurity - Android Bank infostealer
FakeNotify.B (2011) - Premium SMS Trojan
Roidsec / Sinpon - Android Infostealer

Simhosy / Waps - Android infostealer

Phosty / Phospy - Android infostealer

Fakedaum / vmvol - Android Infostealer

Usbcleaver - Android infostealer (from Windows PC)...

Fake Taobao - Android infostealer

Skullkey - Android Infostealer

Fakemart - Android infostealer
Fakeupdate / Apkquq - Android
Jollyserv - Android Infostealer

Repane - Android Infostealer

Godwon - Android Infostealer
Fakedefender.B - Android Fake Antivirus

Fakeplay - Android Infostealer
Beita - Android Infostealer

Backflash / Crosate - Android infostealer

Fakebank.A and Fakebank.B - Android Infostealer tr...

Scipiex - Android Infostealer

Uten - Android SMS Trojan
Android FakeAV - Labelreader.apk
Android Malapp

Y Privacy Leak Credentials Network

N

N

N

N

N

N, social engineering for admin rights

N Downloads malicious exe files and saves them to the root of the sd card.
N

Y SMS

info in chinese
no information
N
no information
N

C&C server commands

N

Y Privacy Leak User input Network

N Privacy leak, but dynamically implemented

Y Privacy Leak any data Network

Y Privacy Leak SMS and Contects Network

Y Privacy Leak wiki info, storage data Network

Y Privacy Leak SMS, Phone number, IME Network

N

Y Privacy leak SMS data Network

N

Y Privacy leak, commanc SMS, Network SMS, Network, system (set to silent mode)
N

Y Privacy leak, commanc Phone info SMS

Y Privacy leak Phone info Network

Y Privacy leak, commanc Contacts, Skype contacts, Network, Calls (can interrupt calls)
Y Privacy leak Phone info Network

Y Privacy leak SMS Email

Y Privacy leak Contacts, File system File system, Email
Y Privacy leak Phone info, Localization C&C server

Y Privacy leak + phishing User input, SMS Network

Y Privacy leak Contacts Network

Y Privacy leak, commanc Network SMS, System

Y Privacy leak Call, SMS local database

no information
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Android Lien.A / SMSAgent.C - SMTP malware

TRracer - commercial spyware / PUA samples for And...

Backdoor.AndroidOS.Obad.a

Android Fakemart - SMS-Trojan

Android Stels

Android Perkele / Fake Site

Android SMSSpy / SMSSender / Nopoc.A

SMSSilense aka Fake Vertu

BadNews - Android adware/malware network samples
Chuli.A - Targeted attack Android Trojan
Android.Uracto - fraud, SMS spam

Android - FakeJobOffer

SMS trojan - targeting Korean Android devices
Android Tetus - Infostealer

Android SMSSend sample - Package Installer

Android Armour sample

Android Plankton / Counterclank sample - Collage C...
Android - Trojan!Extension.A

Android/Windows Spy:Android/Ssucl - DroidCleaner ...

Android Opfake - DevilsCreed.full 1.8 installer.ap...

Android.Exprespam
FakeGuard - SMS trojan
Trojan.Rus.SMS."SystemSecurity” - Toll Fraud / C...

Merry Christmas and Happy New Year!

Android.Tascudap - DDoS trojan

SpamSoldier - SMS Botnet sample

Android Carberp

Android Uranico - infostealer

Android Enesoluty - Fake Antivirus, Spyware

Android Sun Charger - Sumzand, spam sender
Android Fakeguard

Android - Fake Installer /Fake Lookout (TrojanFake...
Android FinFisher / FinSpy

Android Rogue Bad Piggies Versions -ANDROIDOS FAKE...

10 samples of SMSZombie Android SMS Trojan
Fakelash - Android SMS trojan
Android SimpleTemai - Fraud | Downloader Trojan

Android Spyware samples

Contagio mobile file downloads are not available i...

Plankton related adware samples / Airpush

Y Privacy leak

no information

Y Privacy leak

N

Y Command execution

no information
no information
Privacy Leak

Privacy Leak
Privacy Leak

Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak

Privacy Leak
Privacy Leak
Privacy Leak

Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
Privacy Leak
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maybe

no information
no information
N

no information
N

Y commands execution

Phone info, SMS, micropt

Phone info

Network, contact, SMS, pl

Phone number

Contacts, call logs, sms, C
Contacts

SMS

Device info

Credentials

Device info, locations
Call history, contacts, GP¢

personal info, device info,
device info, sms
device info, contact

SMS, phone status
SMS

SMS, phone number
Contact

Contacts

Contacts

SMS msgs, Device Info

Privacy Leak, comman SMS and SD files

Email
C&C server

System, SMS

Network

Network
Network

Network
Network
Network
Network
Network

Network
Network
Network

Network

Network

Network

Network

Network (remote site)
Network (remote site)
Network (remote site)
Network (remote site FTP)

sends SMSs
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Loozfon - Japanese Android infostealer
MSZombie.A - Chinese SMStrojan

LuckyCat.A Android APT malware
VDloader Android

New ZitMo for Android and Blackberry

DropDialer. A and DropDialer.B - Android SMS troja...

MMMarketPay - Android Application buying trojan

Android FindAndCall spyware

Apple IPhoneOS FindAndCall spyware
Android KungFu variant

April 2012 - Dougalek.A - Android spyware
Android CI4 SMS Bot

Android Security Suite Premium = New ZitMo
See you in two weeks

NotCompatible - Android Drive-by malware
Android Gamex Trojan

Android PJApps - 2011 - Liveprints wallpaper

Android Copy9 - commercial spy app - Potentially U...
Fake Instagram - Fake App Tall Fraud - Android Mal...

Android.Qicsomos - Fake CarrierlQ detector-SMS Tro...

Spyera (Android commercial App) - aka Tigerbot

Android DKFBootKit aka LeNa.b and LeNa.c DroidKung...

Android.Stiniter / TGLoader (malware utilizing Roo...

Contents of capture-site.com Android malware devel...

Android FakeToken
Android Opfake aka FakeSMSInstaller
Android.Moghava: A Recipe for Mayhem

Android FakeAngry - Chinese backdoor
Android.Steek - back from the dead

Android Malware FakeTimer (via #0JCP)
Fake SuiConFo.apk - Foncy - Android Trojan SMS

Android Rootsmart malware utilizing Gingerbreak Ro...

Android VoiceChanger - Israel Premium dialer

Android Counterclank

Android Steek - Fraudulent apps
Large collection of Symbian malware (457 items)

Scavir -- Russian Android SMS / Fraud trojan

Nickispy.B - Android Spyware

Arspam AlSalah - Android malware (Middle East Hac...

Russian Android malware - fake installer
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Privacy Leak contatcs, phone info, bank Network

privacy leak, chinese p sms, bank details Network

advanced persistent threats (APTs) commands execution

Privacy Leak phone info, imei, installed Network

Privacy Leak SMS SMS

high bills sends SMS to premium numbers
high bills Mobile Market Android China, downloads paid apps, sends sms
Privacy Leak Contatcs Network

Privacy Leak Contacts, GPS Network, SMS

Privacy Leak Phone info, Phone memoi C&C server
Privacy Leak Phone info, Contact List Network

Privacy Leak SMS Network

Command execution, F File system, Phone info, C Network, C&C server

Command execution, F SMS, Contact list Network, Camera, System

Command execution C&C server System

Privacy Leak Phone info, banking info, « Phone, SD card
Command execution, F SMS, Contacts, Phone inf Network, SMS, SD card

Command execution  Network File system, Browsers

Privacy Leak Phone info Network

Privacy Leak Device info Network

Privacy Leak bookmarks,push notificatic Network

Privacy Leak Phone call conversation, | Network

Privacy Leak All possible infos Network
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CarrerlQ Y Privacy Leak Behavior data Network
FakeSMSInstaller Geared 1.0.2 + Collection of Russ... N

RogueSPPush - SMS-Trojan N

Legacy Native (LeNa) - DroidKungFu variant N

Collection of 96 mobile malware samples for Kmin, ... N

Root Exploit - 7Z4Mod Root N

Geinimi - OPDA CacheMate v2.5.9 N

Root Exploit - Universal Androot N

Geinimi - Android SPL meter N

Geinimi - com.feasy.jewels.Gel N

Geinimi - Banking Trojan www.ipay.com.cn N

Geinimi - Armored Strike no information

Geinimi - MetroXing Chinese metro maps no information

PJApps.A - Mail/FTP app no information

Geinimi - Kosenkov Protector no information

PJApps - Fingerprint Screensaver no information

Geinimi - Shopper 's Paradise no information

Root Exploit - ITFUNZ Lotoor no information

PJApps.A - Mediaplayer - SMS-Trojan no information

Kmin - Wallpaper Changer- Infostealer no information

Geinimi-A BS2010 no information

Geinimi-B - GoldenMiner no information

BaseBridge-C no information

Android Local Root Exploit - Lotoor - App2card no information

PJApps.B - Girl Mahjong Android no information

Kmin-B - App2SD for Android no information

Battery Doctor Android scareware/infostealer Y Privacy Leak contacts, phone info Network
Android anserverbot malware Anserver.apk + payloa... N ICC vulnerability, 3 apr https://www.csc2.ncsu.edu/faculty/xjiang4/pubs/AnserverBot_Analysis.pdf
Fake Netxflix - Android trojan info stealer Y Privacy Leak

Jimm ICQ SMS-Trojan pushed by malicious QR codes N

lkee iPhone worm N

Gone in 60 seconds - Android spyware Y Privacy Leak sms, call logs, browser his Network

Show me your Kung-Fu. Reversing/Forensic Android b... not a malware post

DroidDreamLight - new variant found in a China-ba... Y Privacy Leak SMS, Calls, Contacts, Cre Network, file system
Spyeye for Android Y Privacy Leak, comman Phone info, Network, SMS File system, System
See you soon not a malware post

DroidDeluxe - root exploit Y Privacy Leak Phone info Google analytics
Androguard - Open Source database of android malwa... not a malware post

APKlInspector not a malware post

DogoWar / Dog Wars - SMS Trojan, courtesy of Anima... Y Malicious execution  Contacts SMS
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One Year Of Android Malware (Full List) by Paolo P... not a malware post

Lovetrap - SMS-Trojan Y Privacy leak Phone info ?
GGTracker - SMS Trojan Y Privacy leak Phone info, SMS Network
HippoSMS - SMS Trojan N

HTC.apk - fake security patch no information
New CONTAGIOminiDUMP not a malware post

Take a sample, leave a sample. Mobile malware mini... not a malware post

Privacy leak Phone info, SMS Network
Privacy leak, Comman: Phone info, Calls, SMS, N Network, File system, SMS, Calls

Zitmo Android Edition (Zeus for mobile)

GoldDream

DroidKungFu?2
Tap Snake - Spy app
jSMSHider - Malware Targeting Custom ROMs

Angry Birds - fake cheats

Privacy leak Phone info, File system  File system, Network
Privacy leak GPS Network
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Privacy leak Phone info, browser Network
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